Nazev prace: Statistické testy hasovacich (=zvykacich) funkcd
Autor: Adamn Christov

Katedra: Katedra algebry

Vedouci bakalaifské prace: Doc. RNDr. Jiff Tiuma, DrSce.
c-mail vedouciho: tumatikarlin.mfl.cuni.cz

Abstrakt: V predloZzend prici popisujeimne obeenou koustruked hasovacich funked a
podrobnéji liasovaci funkee NMD5. Ukazujeme metodn Wangové a kol na hledant
kolizi hagovaci funkce MD5S a popisujeme algoritmy Viastimila Klimy a Marca Ste-
vense, které jsou na této metodé zalozend, Dale pak proviadime jednoduché statisticke
testy, ktervii se snazitne overit ndhodnost vvstupu MDS a naplnéui postaéujicich
podminek, které se vyuzivaji v obou zmincnych algoritmech na hledant kolizi.
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Abstract: In this paper we deseribe the general workings of hash functions and deal
with MD5 hash function in more detail. We present Wang et al. method for finding
collisions in MD5 hash function and we describe Viastimil Klima's and Mare Ste-
vens's algorithims that are based on this method. We also perform simple statistical
tests to verify randommness of MDS output and fulfilment sufficient conditions which
are used in both mentioned algorithms for inding collisions.
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