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Abstrakt: V pfcdloxene praci popisnjeme obecnou konsfrukci liasovaci'eli funkci a,
podi'obnrji ha.sovaci f inikce MD5. Ukaxujcinc inrtodu \Ya.iijj,ov('' a. kol. na lilcdani
koli/f luiscjvaci Cunkc<; MD5 a popisuj(Miir aigoritiny Vlast.iinila Kliiny a Marca Ste-
ven.si1, ktcM-oj.son na. toto met ode xalo/j'iiu. Dale pa.k provadnnc jednoduche statist ie.kr
testy, kterynii so sna/.niie ovefit nahodnost vyslupu MD5 a na.])lneiif postacnjici'cli
l )odniinek. ktere .se vyu/ivaji v ubou /nii 'nenyrli algoritinr-cb ua lil tKlani kolizi.
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Abstract: In th is paper we describe the general workings of hash functions and deal
with MD5 luvsh function in more detai l . We present Wang et al. method for f inding
collisions in A1D5 hash function and we describe Vlastimil Klima.1s and Marc Ste-
vens's algorithms (hat are based on this method. We also perform simple statistical
tests to verify ra.ndomness of MOD ou tpu t and f u l f i l m e n t , sufficient conditions which
are used in both mentioned algorithms for f inding collisions.
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